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ABSTRACT

Autonomous UAV/UGV teams and drone swarms require secure, low-latency coordina-
tion under tight energy and computational budgets. Quantum machine learning (QML)
can provide compact models for perception, anomaly detection, and local decision-mak-
ing, while blockchain can provide tamper-evident logging, identity management, and
auditable coordination across multiple agents. Despite this synergy, the literature
remains fragmented: most studies evaluate QML or blockchain in isolation, and only a
small subset reports integrated processing pipelines in real or semi-real environments.
This paper presents a PRISMA-guided systematic review of work published from 2020 to
September 2024 and synthesizes 28 verified studies on QML, blockchain, and their inter-
section in autonomous systems. We classify applications (secure communication, trust
management, task allocation, federated/swarm learning, and drone-network coordina-
tion), summarize evaluation practices, and highlight gaps in reproducibility, threat mod-
eling, and edge resource accounting. Based on recurring design patterns, we propose an
author-drawn reference framework that maps responsibilities to the edge, validator, and
optional cloud tiers while separating learning metrics from ledger overhead. To illustrate
dual-metric reporting, we provide a small proof-of-concept simulation combining a vari-
ational quantum classifier with a PBFT-style consensus latency model. The review con-
cludes with benchmarking recommendations, datasets, and research directions toward
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deployable QML and blockchain-enabled autonomous networks.

Introduction

Autonomous systems such as UAVs, UGVs, and coop-
erative drone swarms are moving from scripted
control to learning-based autonomy. They must
perceive dynamic environments, allocate tasks, and
coordinate safely under strict latency and energy
budgets. At the same time, they operate in adver-
sarial settings where communication links and sen-
sor feeds can be jammed, spoofed, or manipulated.

Two technology families are increasingly dis-
cussed as complementary enablers. First, quantum
machine learning (QML) adapts machine-learn-
ing primitives to quantum information process-
ing, often via hybrid quantum-classical pipelines
where a classical optimizer trains parameterized

quantum circuits that act as classifiers, regressors,
or policy components [1]. Second, blockchain and
distributed ledgers provide immutable event logs,
decentralized trust, and automated coordination
mechanisms that can be used to record decisions
and enforce coordination policies [2].

However, integrating QML and blockchain in
autonomous platforms remains difficult. Systems
must coordinate learning outputs, ledger valida-
tion, and safety-critical control under strict latency,
bandwidth, and energy limits. The literature also
lacks consistent terminology and reproducible
benchmarks, which makes cross-paper comparison
unreliable.
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This paper addresses these gaps with (i) a
PRISMA-guided systematic review and verified ref-
erence list, (ii) a synthesis that classifies application
clusters and evaluation signals, (iii) an author-
drawn reference framework with explicit mappings
of what is solved by QML versus what is ensured by
blockchain, and (iv) a reproducible proof-of-con-
cept simulation that demonstrates how to report
both learning performance and distributed-ledger
overhead.

Background and Motivation

Quantum machine learning for autonomous
decision-making

QML studies whether quantum information pro-
cessing can improve learning, optimization, or
sampling tasks. Survey and perspective papers out-
line algorithm families such as quantum kernels,
quantum support vector machines, and variational
quantum circuits (VQCs) for near-term devices
[3-6]. Variational models are particularly relevant
to autonomy because they resemble compact neu-
ral modules: they can be trained on small datasets,
embedded into pipelines, and evaluated on simula-
tors before hardware deployment.

In autonomous robotics, the most promising
QML targets are subroutines with high combinato-
rial complexity (e.g., task assignment and routing)
and learning under constrained data (e.g., anomaly
detection for communication or sensor integrity).
Recent reviews emphasize both opportunities and
current limits, including noise sensitivity and scal-
ing challenges in the near term [3,6]. Recent QML
surveys further organize the field in terms of foun-
dations, algorithms, software frameworks, datasets,
and application domains, reinforcing the relevance
of quantum learning models for emerging autono-
mous-system pipelines [7].

Blockchain for secure coordination in UAV/UGV and
drone networks

Blockchain systems maintain a shared append-only
ledger across participants. Permissioned ledgers
are often preferred for UAV/UGV networks because
they enable controlled membership, lower energy
consumption than proof-of-work, and configurable
consensus protocols. In drone networks, blockchain
has been studied for identity management, key
agreement, mission logging, and auditable resource
sharing [8-14].

Recent systematic reviews in the Internet of
Drones (IoD) emphasize that blockchain can reduce
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single points of failure and support verifiable coor-
dination, but it also introduces overhead in band-
width, latency, and storage [9-11]. This overhead
becomes critical for swarms and time-sensitive
missions. Smart contracts extend blockchain from
passive logging to programmable coordination,
enabling automated policy enforcement and trusted
interactions among distributed IoT and autono-
mous-system components [15].

Why integrate QML and blockchain

QML and blockchain address different pain points.
QML focuses on decision quality and optimization,
while blockchain focuses on trust, traceability,
and distributed governance. Integration becomes
compelling when autonomous agents need both
(i) learning-based decisions that adapt to chang-
ing environments and (ii) verifiable coordination
and accountability across multiple operators or
organizations.

Typical integration motifs include QML-assisted
trust scoring for nodes and messages; block-
chain-audited federated learning where model
updates are recorded and incentivized; and smart-
contract-driven task allocation that consumes QML
predictions as inputs. Section 5 formalizes these
motifs into a reference workflow.

Systematic Review Methodology

We followed the PRISMA 2020 statement [16] to
design a reproducible search, screening, and syn-
thesis protocol. The review targets peer-reviewed
or widely cited preprint studies that involve (i)
QML or quantum-inspired learning/optimization
and (ii) blockchain or smart-contract mechanisms
for security, trust, or coordination in autonomous
UAV/UGV and drone network settings.

Searches were executed in IEEE Xplore,
ACM Digital Library, SpringerLink, Elsevier/
ScienceDirect, and arXiv using combinations of
three term groups: (A) {quantum machine learn-
ing, variational quantum, quantum neural net-
work, quantum classifier, quantum optimization};
(B) {blockchain, distributed ledger, smart contract,
consensus}; and (C) {UAV, drone, UGV, unmanned,
swarm, Internet of Drones, autonomous systems}.
Records were de-duplicated and screened in two
stages (title/abstract, then full-text).

Eligibility criteria required English-language
technical content with a clear autonomous-system
context and sufficient bibliographic detail to be
verified (publisher page, DOI, or arXiv identifier).
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We excluded editorials, non-technical articles, and
works without a QML-blockchain connection. The
PRISMA flow diagram in Figure 1 summarizes the
process: 780 records were identified, 660 remained
after de-duplication, 610 were excluded during
screening, 50 full texts were assessed, 22 were
excluded for scope or insufficient detail, and 28
studies were included in the final synthesis.

Time window rationale: The systematic synthe-
sis focuses on integration studies published from
January 2020 to September 2024. This window
aligns with the NISQ era in which variational quan-
tum circuits and hybrid training toolchains became
widely used, and it captures the rapid growth of
blockchain-assisted UAV/UGV networking and edge
autonomy. Seminal pre-2020 papers are still cited
to ground definitions and algorithms, but they are
treated as background rather than as integration
evidence.

Screening summary (PRISMA)

Figure 1 visualizes the screening flow and final
inclusion counts.

Data extraction and synthesis

From each included study we extracted: (i) target
platform and scenario (UAV, UGV, swarm); (ii) learn-
ing objective (classification, prediction, optimiza-
tion, control); (iii) blockchain type (permissioned
vs permissionless) and consensus; (iv) integration
pattern (decision auditing, incentive, trust manage-
ment, federated learning); and (v) reported evalua-
tion signals (latency, throughput, accuracy, energy,
or qualitative claims).

We then grouped studies into application clus-
ters and summarized recurring design patterns,
limitations, and open research problems.

Quality appraisal and reference validation

To improve reproducibility and address con-
cerns about unverifiable citations, each candidate
study was checked for (i) bibliographic verifiabil-
ity (publisher page, DOI, or arXiv identifier), (ii) a
clear UAV/UGV or multi-agent autonomy use case,
(iii) a described quantum model/algorithm (QML
or quantum-inspired), (iv) a described blockchain/
smart-contract mechanism, and (v) evaluation
evidence (simulation, dataset, metrics, or compa-
rable empirical artifacts). Studies failing (i) were
excluded during full-text review. Studies with lim-
ited evaluation were retained but explicitly labeled
as conceptual in the synthesis and gap analysis.
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Literature Review and Systematic Synthesis
Publication trends and thematic clusters

Across the included studies, the dominant moti-
vations are secure coordination (authentication,
access control, and auditability), resilient learning
(distributed training and trust in model updates),
and latency-aware mission execution. Most works
are either blockchain-centric (proposing security/
coordination mechanisms for drone networks)
or QML-centric (proposing quantum-enhanced
learning/optimization methods). A smaller subset
explicitly addresses integration by feeding QML
outputs into smart contracts or using the ledger to
coordinate learning updates.

Figure 2 summarizes the most common integra-
tion abstraction found in the literature: sensing/
telemetry and edge intelligence on each platform,
a learning module (often hybrid quantum-clas-
sical), and a permissioned ledger for verifiable
coordination.

Application clusters

Secure communication and authentication

Permissioned ledgers are used to register identities,
distribute keys, and log handshakes for later audit.
Reported challenges include consensus latency
under mobility and key revocation when nodes are
compromised.

Trust, reputation, and intrusion/anomaly detection

Many IoD works use blockchain to make trust
scores and intrusion alerts tamper-evident. QML is
proposed as a compact anomaly detector or trust
predictor when data are scarce, but scaling to realis-
tic swarm sizes remains open. The detailed PRISMA
screening counts are summarized in Table 1.

Task allocation, routing, and resource management

Task and route planning appear as optimization
problems. Blockchain can encode policies and
incentives, while QML (e.g., variational optimiza-
tion or quantum-inspired heuristics) is proposed to
accelerate combinatorial search. Most papers still
evaluate in small simulations. Task and route plan-
ning appear as optimization problems. Blockchain
can encode policies and incentives, while QML
methods, including variational optimization and
quantum approximate optimization algorithms, are
proposed to accelerate combinatorial search [17].
Blockchain has also been explored for UAV
energy trading and charging-station coordination,
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Figure 1. PRISMA-style flow diagram for study identification, screening, and inclusion.

showing its relevance to resource management in
autonomous aerial networks [18].

Federated and swarm learning with auditability

Blockchain is used to coordinate decentralized
learning rounds, record model update hashes,
and enforce incentives. Key open issues are

https://www.wisdomgale.com/ejcsi

communication overhead and robustness to

poisoning.

Drone networks and swarm communication

Drone networks (often modeled as flying ad hoc
networks, FANETSs) introduce distinct constraints
beyond single-UAV links: rapid topology changes,
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Figure 2. Conceptual integration of QML and blockchain for autonomous systems (adapted and redrawn from the reviewed

architectures).

Table 1. PRISMA screening summary.

Screening Stage Count
Records identified (databases + snowballing) 780
Duplicates removed 120 (660 remaining)
Records screened (title/abstract) 660
Records excluded during screening 610
Full-text assessed 50
Full-text excluded 22
Studies included in the synthesis 28

intermittent connectivity, and strict time synchro-
nization for cooperative perception and formation
control. In this setting, blockchain is mainly used as
a distributed membership and logging layer (iden-
tity, join/leave events, mission-state checkpoints),
while QML contributes to fast inference for tasks
such as link-quality prediction, anomaly detection
on network telemetry, and trust scoring of neigh-
boring nodes [19].

A practical pattern is to keep the ledger per-
missioned and lightweight (committee validation
at ground stations or edge servers), while UAVs
exchange only signed summaries and store large
sensor payloads off-chain. This separation helps
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control consensus latency and radio energy con-
sumption, which otherwise grow quickly with
swarm size. For drone network scenarios, we
therefore report both decision quality metrics
(e.g., detection accuracy and route success rate)
and communication/ledger metrics (transaction
latency, bandwidth overhead) when they are avail-
able. UAV communication networks face mobility,
intermittent connectivity, changing topology, band-
width constraints, and energy limitations, which
make secure and low-latency coordination espe-
cially challenging [25].
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Representative studies and reported evaluation
signals

Table 2 summarizes the main application clusters
and clarifies how QML and blockchain are typi-
cally combined, what baselines are used, and which
metrics are reported. Because studies use different
datasets, simulators, and consensus assumptions,
the cross-study comparison is primarily qualitative
unless the same evaluation setup is reported.

To reduce ambiguity in comparisons, we stan-
dardize reporting along four dimensions: (i) auton-
omy task (perception, security, planning, and
learning), (ii) execution locus of QML (onboard
UAV/UGV, nearby edge node, or cloud) and whether
training is hybrid classical-quantum, (iii) ledger
type (permissioned/permissionless) and consen-
sus assumption, and (iv) evidence level (conceptual
design, simulation, and prototype). Table 2 reflects
these dimensions and explicitly notes baselines
when they are stated.

For quantitative aggregation, we treat perfor-
mance as a two-objective problem: (i) decision
quality (e.g., accuracy, ROC-AUC, and mission suc-

papers report both, we normalize each metric
within its application cluster and either report a
Pareto-front view or compute a weighted score S =
w_q-Q_norm - w_c-:C_norm (w_q + w_c = 1), where
weights reflect the mission’s safety constraints.
This makes the assumptions behind any cross-pa-
per ranking explicit rather than implicit.

Proposed Integration Framework

This section presents a reference architecture syn-
thesized from the reviewed literature. The frame-
work is intended as a design blueprint (conceptual),
while Section 6 evaluates key trade-offs, especially
consensus latency and edge-compute cost, using
a reproducible simulation/analytical setup. Real-
device and hardware-in-the-loop validation are
identified as future work.

The proposed framework translates the liter-
ature’s conceptual architectures into an imple-
mentable workflow. It is designed for permissioned
multi-agent settings (e.g., a fleet managed by one
or more trusted organizations) and supports both

cess rate) and (ii) system cost (e.g. latency, band- edge-only inference and optional edge-cloud
width, energy, and consensus overhead). When training.
Table 2. Application clusters and the integration of QML and blockchain.
Integration Pattern Representative
Cluster (QmMmL Typical Baseline Metrics Reported Main constraints P e
. Citations
&> blockchain)
Permissioned ledger for
. . . Consensus delay,
identity, access control, PKI or symmetric Auth latency/
. A key management,
Secure comm/ and audit; QML used for  authentication; throughput; packet mobilit (10-13, 19]
auth fast inference on comm/  centralized logging; delivery; qualitative s ectru»::n !
security features (early classical IDS. security analysis. P .
contention.
stage).
QML/ML detects
spoofing, jamming, or Centralized anomaly Accuracy/F1; Dataset scarcity;
abnormal behavior; detection; reputation detection delay; concept drift;
Trust/anomaly blockchain logs trust systems without robustness to noise limited QML (14,201
scores and alerts for immutable logs. (often limited). hardware realism.
provenance.
Hybr.ld .quantum Qubit count and
heuristics (e.g., VQC/ Cost/makespan/ circuit depth;
. QAOA-style) for tasking  Classical heuristics/ . P . pth;
Planning/ . - energy in small simulator-
L or routing; metaheuristic s; : . [5, 21]
optimizatio n . - simulations; only results;
blockchain encodes centralized planner. . - .
S . qualitative feasibility.  blockchain
policies/incentiv es and
. overhead.
records decisions.
Ledger coordinates FL Bandwidth

Blockchain+
federated
learning

rounds and validates
updates; QML
appears as quantum-
enhanced models

orquantum feature maps

in hybrid training.

Standard FL with
centralized aggregator;
classical edge learning.

Accuracy vs rounds;
communication
overhead; poisoning/
Byzantine tolerance
(when evaluated).

and energy at
edge; validator
scalability; latency
budget for control
loops.

[22,23,20,24]
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Application layer
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Figure 3. Author-drawn layered reference framework for QML-assisted, blockchain-governed autonomous systems.

The framework has three layers: (i) Edge auton-
omy (sensing, feature extraction, local control); (ii)
QML-assisted intelligence (hybrid quantum-clas-
sical inference/training); and (iii) Blockchain gov-
ernance (identity, consensus, immutable logs, and
smart contracts). Figure 3 presents a layered view
that aligns these layers with data flow and control
flow.

Workflow and interfaces

e Step 1 (Local perception): Each agent extracts
compact features from onboard sensors and
communication context.

e Step 2 (QML inference): A variational quantum
model produces a decision signal (e.g., anomaly
score, trust score, or action preference).

e Step 3 (On-chain commitment): The agent sub-
mits a signed transaction that records the deci-
sion output (or a compact digest of it). The
transaction includes the agent identifier, a time-
stamp, and a cryptographic hash pointer that
anchors any off-chain payload (e.g., sensor snip-
pets, model updates, or mission logs). Anchoring
by hash preserves integrity and provenance with-
out storing large data on-chain.

e Step 4 (Consensus and policy): Validator nodes
run a permissioned consensus protocol and exe-
cute smart-contract logic (access control, task
assignment, or alert dissemination). The ledger
provides a consistent global state for coordination
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and dispute resolution, while safety-critical con-
trol remains local to each agent.

e Step 5 (Feedback and learning): Outcomes are
logged; model updates (or their hashes) can be
recorded to enable audit and accountability.
Figures 4-6 make the integration assump-

tions explicit. Figure 4 separates what is learned

(QML) from what is enforced (blockchain). Figure

5 details the ledger structure: each block contains

timestamped transactions and a hash link to the

previous block, which enables tamper evidence
and auditability. Figure 6 shows deployment tiers

(UAV/UGV edge, MEC, optional cloud/QPU access)

and highlights where latency-sensitive inference

must remain on the edge.

Algorithm and pseudo-code

Algorithm 1 presents the core decision-to-ledger
loop used in the proof-of-concept study. It sepa-
rates time-critical autonomy (feature extraction,
QML inference, and action selection) from audit-
ability (signed commitments to a permissioned
ledger). Only compact decision summaries are
written on-chain; larger sensor payloads are stored
off-chain with hashes anchored on-chain.

Algorithm 1: QML-assisted, blockchain-audit-
able coordination (decision-to-ledger loop) Inputs:
observation o_t; QML parameters 6; validator set V;
smart contract SC; off-chain store S Loop

1: x_t « FeatureExtract(o_t)

https://www.wisdomgale.com/ejcsi
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2:y_t < QMLInfer(x_t; 6) // anomaly/trust score 6: Store full payload in S; compute h_payload

or policy logits 7: Submit (p_t, h_payload) to SC; wait for confir-
3: a_t < PolicySelect(y_t) mation under consensus(V) 8: Receive receipt
4: m_t « {t, agent_id, a_t, y_t_summary, h(x_t)} 5: r_t; execute a_t; store {m_t, r_t} locally

p_t « Sign(m_t, sk_agent) End Loop

QML primarily solves Blockchain primarily solves Integration touchpoints
® Perception & anomaly detection o |dentity & authentication e Commit: signed telemetry/decisions
and hashes of model artifacts
¢ State estimation under noise ® Access control & policy
enforcement e Query: audit trail, reputations,
® Route / task assignment (approx.) policies before acting
® Tamper-evident mission logs
® Learning-based trust scoring e Trigger: smart contracts invoke
® Model provenance & versioning training/update workflows
* Multi-objective decision
support * Accountability across * Validate: consensus/quorum to
stakeholders accept updates/actions
\. AR P\ J

Figure 4. Mapping of responsibilities in the proposed framework: QML modules provide decision or anomaly signals; block-
chain provides provenance, coordination, and policy enforcement.

UAV / UGV . :
/ Permissioned Blockchain Network Ledger
Edge Node Signed telemetry / model
update
e 2
Telemetry + model outputs Block k
Local signing / encryption tx + timestamp
prev_hash — hash
Peer A Peer B Peer C \ )
Commit (validated v
block) Pl
> Block k+1
tx + timestamp
Ground / MEC prev_hash — hash
Gateway Access policy / auth \ )
request
Peer D Peer E Orderer / CA Y
—
Policy checks Block k+2
Auth request routing tx + timestamp
prev_hash = hash
——.
J . J

Figure 5. Author-drawn distributed ledger system for autonomous agents, highlighting timestamped transactions, hash-
linked blocks, and permissioned validation.
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Table 3. Summary of lllustrative Results (Benchmark Metrics and Assumptions).
QML Inference (ms)

Validators (n) Consensus Latency (ms) End-to-End (ms)

5 121.5 0.305 121.8
10 543.0 0.305 543.3
15 1264.5 0.305 1264.8
20 2286.0 0.305 2286.3

Consensus parameters: 3 rounds; per-message delay = 2.0 ms; per-node processing = 0.1 ms (illustrative).

UAV / UGV
(GLDIELG))

telemetry QPU / QML Service

VQC inference
or training step

Sensors — features

Fleet analytics

Pre/post-processing

Control loop Cache, batching Model registry

scores /
updates

actions

sign & log validate record provenance govern

Blockchain ledger + smart contracts (policy, identity, audit, model provenance)

Figure 6. Author-drawn UAV-MEC—Cloud interaction model showing where sensing, QML inference/training, and block-
chain validation can be placed under latency and energy constraints.

Proof-of-Concept Simulation and Performance
Hlustration

Because many prior frameworks remain concep-
tual, we provide a small, fully reproducible simula-
tion to illustrate how the proposed workflow can be
evaluated end-to-end. The goal is not to claim real-
world deployment performance, but to demonstrate
measurable metrics and the trade-off structure that
future empirical studies should report.

We simulated a 2-qubit variational quantum clas-
sifier (state-vector simulation) for binary anom-
aly detection on a toy dataset, and coupled it with
a permissioned-ledger consensus latency model
(PBFT-style message complexity). All results were
generated on a CPU using a minimal NumPy-based
circuit simulator.

QML module: variational quantum classifier (VQC)

The VQC encodes two normalized features into
rotation angles, applies two variational layers with
entanglement, and measures an expectation value
that is mapped to a probability. Parameters are
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trained using the parameter-shift rule and gradient
descent.

In the toy anomaly dataset (two overlapping
Gaussian clusters; 60 training and 20 test samples),
the VQC reached perfect classification accuracy
after a small number of epochs in this separable
setting. Figure 8 plots train/test accuracy versus
epoch.

Blockchain module: consensus latency model

For the ledger, we used a simplified PBFT-style
latency approximation: each consensus round
exchanges O(n?) messages among n validator
nodes. We model end-to-end decision latency as fol-
lows: (QML inference time) + (consensus latency).

The simulated VQC inference time was mea-
sured directly from the circuit simulator; the con-
sensus component uses configurable per-message
delay and per-node processing constants, reported
in Table 3). Figure 9 shows how latency grows with
validator count, highlighting the need for careful
ledger design in swarms.

https://www.wisdomgale.com/ejcsi



Md. S. Islam and P. Halder

Author-drawn benchmarking pipeline (recommended reporting artifacts).
Metrics: learning (F1/ROC-AUC), system (latency/bandwidth/energy), ledger (throughput/validators/block interval).

Features Commit

Telemetry logs; Edge windows; VQC score / Decision + hash Contract checks
IDS events link context action preference (sig, time) alert/task

]

Consensus + validation
(PBFT / RAFT / PoA)

Figure 7. Author-drawn benchmarking pipeline and reportable metrics for end-to-end evaluation of QML-blockchain
autonomous systems.
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Figure 8. VQC train/test accuracy over epochs (toy binary anomaly-detection dataset).
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Figure 9. lllustrative consensus, end-to-end, and QML-inference latency versus number of permissioned validator nodes

(dual-axis for readability).

Table 4. Public datasets suitable for practical validation of QML-blockchain pipelines in UAV/drone networks.

How it supports QML-blockchain

Dataset Type/modality What it contains evaluation Source
Flight telemetry (lat/  Waypoint- following  Integrity + anomaly detection: detect
UAV Telemetry . L . .
Dataset with lon, heading, battery, the telemetry trace path deviations/spoofing; commit [26]
. s gimbal, waypoint collected during a telemetry segment hashes and alert
Waypoint Navigation . L.
index) planned mission. decisions to the ledger.
Benign and
ISOT Drone Anomaly ~ Wi-Fi comms PCAP ig%ﬁadiizgg;ne Intrusion/anomaly detection: train
Detection Dataset + extracted CSV . QML classifiers on traffic features; log [24]
traffic collected From -
(DJI Edu Tello) features alerts andmodel provenance on-chain.
a real consumer
drone.
UAV-Ground Control Traffic traces Comm.and-channel IDS: evaluate
Station network between UAV and detection under
UAV-GCS-IDS . . GCS under normal realistic control [27]
traffic (benign + . . .
and malicious traffic; quantify
attacks) .\ .
conditions. ledger write rate under alert bursts.
UAV network Benchmark détaset ‘ . '
intrusion detection designed Benchmarking: standardized train/
UAVIDS-2025 for UAV network IDS  test splits for IDS; compare QML vs [28]
benchmark (tabular . . ) . .
. evaluation (DoSand  classical baselines with shared metrics.
traffic features)
related attacks).
Fixed-wing flight N .
I(;); w\iAt”hnfudlgen Safety monitoring: evaluate detection
ALFA: UAV Fault and  Real flight data with fault scenarios and of physical faults vs cyber anomalies; [29]

Anomaly Detection

labeled faults

ground-truth fault
annotations.

ledger can store tamper-evident
maintenance/fault reports.
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Summary of illustrative results

Discussion: Key Challenges and Research
Directions

Practical constraints for deployment

Scalability: Both QML and blockchain have scaling
barriers. QML models on near-term devices are lim-
ited by qubit count and noise; blockchain consen-
sus scales poorly with the number of validators and
with high mobility.

Latency and energy: Autonomous safety loops
require tight deadlines. Permissioned ledgers and
off-chain storage can reduce overhead, but they
must be engineered alongside network protocols
and edge compute budgets.

Hardware and resource constraints: Near-term
QML for mobile robots is typically limited to small
variational circuits. In practice, UAV/UGV deploy-
ments will be hybrid: classical perception and com-
pression run on-board, while quantum processing
is either (i) executed on a nearby edge server with a
QPU (via secure links) or (ii) approximated by quan-
tum-inspired kernels when QPU access is unavail-
able. Studies should report qubit count, circuit
depth, number of shots, and end-to-end wall-clock
time, and they should discuss how computation is
offloaded without violating control-loop deadlines.

Security and privacy: Blockchains provide integ-
rity and traceability, but they do not automatically
guarantee confidentiality. Designs often require
encrypted payloads, access control, and careful
handling of sensitive mission data.

Blockchain can also strengthen optimization
mechanisms in dynamic environments by provid-
ing a shared, timestamped state for distributed
scheduling and resource allocation. For example,
task bids, route commitments, and federated-learn-
ing round summaries can be logged as transactions,
enabling agents to resolve conflicts consistently
even under intermittent connectivity. QML contrib-
utes by learning compact decision policies or trust
scores from noisy data; blockchain contributes by
making those decisions auditable and enforceable.

Threat model detail improves interpretabil-
ity. A minimal model should specify the attacker’s
position (external eavesdropper, active jammer,
Sybil/impersonator, or compromised insider),
targeted assets (telemetry, control commands,
model updates, or ledger state), and capabilities
(replay, spoofing, poisoning, denial-of-service).
Permissioned blockchains mitigate Sybil attacks
through admission control, while signatures and

https://www.wisdomgale.com/ejcsi

authenticated encryption protect command and
telemetry payloads. QML modules can complement
these defenses by detecting anomalies in communi-
cation patterns or control residuals.

Evaluation gaps: Many studies report either
learning metrics or ledger metrics, but not both.
Future evaluations should report end-to-end
latency, communication overhead, energy con-
sumption, decision quality, and resilience to adver-
sarial behaviors (spoofing, poisoning, and Sybil
attacks).

Recommendations for future benchmarking

We recommend that future QML-blockchain studies
adopt shared benchmarks with (i) realistic mobil-
ity and network models for UAV/UGV swarms; (ii)
standardized threat models (jamming, spoofing,
insider compromise); (iii) explicit ledger configu-
rations (consensus protocol, validator count, block
interval); and (iv) reproducible ML/QML baselines
on the same data.

When quantum hardware is not available,
authors should clearly state whether results come
from simulators, noise models, or real devices.
Reporting compute budgets (circuit depth, num-
ber of shots, wall-clock time) is essential for fair
comparison.

Figure 7 summarizes a reproducible end-to-end
benchmarking pipeline and the minimum set of
metrics that should be reported to compare studies
fairly.

Real-world datasets and case studies for practical
validation

Reviewer feedback emphasized the value of ground-
ing QML-blockchain claims in real-world evidence.
While Section 6 provides a proof-of-concept sim-
ulation to make the proposed architecture more
concrete, this subsection consolidates publicly
available datasets and reported case-study settings
that can be used to validate QML-blockchain pipe-
lines under realistic telemetry, network, and threat
conditions.

These resources enable (i) repeatable training/
evaluation of anomaly and intrusion detection
models, (ii) measurement of ledger overhead under
realistic event rates, and (iii) comparison across
studies using shared benchmarks.

e Use on-board/edge features (telemetry +

comms) as QML inputs; store hashes, alerts,
and provenance pointers on-chain.
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e Report dual metrics: learning performance
(e.g., F1/ROC-AUC) and system overhead
(latency, bandwidth, energy, gas/fees).

e Document the threat model and attack injec-
tion procedure (spoofing, command injection,
jamming, replay) to ensure reproducibility.

Case study settings reported in the literature

Industrial UAV deployments frequently require end-
to-end auditability for sensor data, flight actions,
and operator commands. For example, Mehta et al.
discuss blockchain-envisioned UAV networks and
describe an industrial-oriented case setting where
blockchain is used to secure UAV communications
and enforce traceability across stakeholders. Such
settings map naturally to the proposed integration
framework: blockchain provides non-repudiation
and shared governance, while learning modules
(including QML candidates) can focus on predictive
security and optimization without losing prove-
nance [30].

Together, the datasets in Table 4 and these
reported case-study contexts provide a practical
path to move beyond purely synthetic evaluation:
authors can ground intrusion/anomaly claims in
real traces, and quantify blockchain costs under
realistic alert/event rates.

Conclusion

This review synthesized 28 verified studies on
quantum machine learning (QML), blockchain, and
their integration for UAV/UGV autonomy and drone
network coordination. The literature indicates a
practical division of labor: QML is most often used
for perception, anomaly detection, trust scoring,
and local decision policies, whereas blockchain is
used for authentication, coordination, and audit-
able mission logging. Because most evaluations
remain simulator- based, the field needs standard-
ized benchmarks that jointly report decision qual-
ity and distributed-ledger overhead under realistic
mobility, radio conditions, and energy budgets. The
proposed reference framework and proof-of- con-
cept benchmark provide a concrete starting point
for such evaluations. In industrial deployments
such as inspection fleets, logistics, search-and-res-
cue, and critical-infrastructure monitoring, inte-
grated QML and blockchain pipelines could enable
faster anomaly response with stronger accountabil-
ity across operators. Future work should prioritize
hybrid deployments (edge plus MEC/QPU access),
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explicit threat models, and hardware-in-the-loop or
field tests to validate end-to-end reliability.
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